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Compliance Deadline Extended for Massachusetts 
Data Security Regulations
Massachusetts recently announced that it 
is extending the deadline for compliance 
with new state data security regulations. 
In consideration of the current economic 
climate, Massachusetts has extended its 
original compliance deadline of January 1, 
2009. The new compliance deadline will 
be phased in. By May 1, 2009, companies 
that are subject to the regulations must 
generally comply with the new standards 
and must contractually ensure the compli-
ance of their third-party service providers. 
In addition, by May 1, 2009, covered busi-
nesses must encrypt laptops containing 
personal information. By January 1, 2010, 
companies are required to have a written 
certification of compliance from their third-
party service providers and must encrypt 
other company portable devices, such as 
memory sticks and PDAs.

Massachusetts’ new May 1, 2009, compli-
ance deadline coincides with the updated 
implementation deadline for the Federal 
Trade Commission’s Red Flags Rule. 
The Red Flags Rule contains provisions 
requiring certain financial institutions and 
creditors to put in place security measures 
aimed at detecting and preventing identity 

theft. Entities that are subject to both 
the Red Flags Rule and Massachusetts’ 
new regulations may be able to address 
the implementation requirements of both 
during the same program development 
process.

For details regarding the scope and 
requirements of the Massachusetts regula-
tions, please click here.

For details regarding the updated Red 
Flags Rule compliance deadline, please 
click here.

We Can Help

Several states now require businesses 
that maintain personal information to 
implement data security measures. Hunton 
& Williams’ Privacy and Information 
Management practice assists clients in 
developing, implementing and evaluating 
privacy and information security programs 
to comply with federal and state require-
ments. If you would like assistance in 
reviewing your organization’s privacy or 
data security practices, or in developing 
new policies or training programs, please 
contact us. 
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