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CLIENT ALERT

Compliance Deadline Extended for Massachusetts

Data Security Regulations

Massachusetts recently announced that it
is extending the deadline for compliance
with new state data security regulations.
In consideration of the current economic
climate, Massachusetts has extended its
original compliance deadline of January 1,
2009. The new compliance deadline will
be phased in. By May 1, 2009, companies
that are subject to the regulations must
generally comply with the new standards
and must contractually ensure the compli-
ance of their third-party service providers.
In addition, by May 1, 2009, covered busi-
nesses must encrypt laptops containing
personal information. By January 1, 2010,
companies are required to have a written
certification of compliance from their third-
party service providers and must encrypt
other company portable devices, such as
memory sticks and PDAs.

Massachusetts’ new May 1, 2009, compli-
ance deadline coincides with the updated
implementation deadline for the Federal
Trade Commission’s Red Flags Rule.

The Red Flags Rule contains provisions
requiring certain financial institutions and
creditors to put in place security measures
aimed at detecting and preventing identity

theft. Entities that are subject to both
the Red Flags Rule and Massachusetts’
new regulations may be able to address
the implementation requirements of both
during the same program development
process.

For details regarding the scope and
requirements of the Massachusetts regula-
tions, please click here.

For details regarding the updated Red
Flags Rule compliance deadline, please
click here.

We Can Help

Several states now require businesses
that maintain personal information to
implement data security measures. Hunton
& Williams’ Privacy and Information
Management practice assists clients in
developing, implementing and evaluating
privacy and information security programs
to comply with federal and state require-
ments. If you would like assistance in
reviewing your organization’s privacy or
data security practices, or in developing
new policies or training programs, please
contact us.

© 2008 Hunton & Williams LLP. Attorney advertising materials. These materials have been
prepared for informational purposes only and are not legal advice. This information is not
intended to create an attorney-client or similar relationship. Please do not send us confidential
information. Past successes cannot be an assurance of future success. Whether you need
legal services and which lawyer you select are important decisions that should not be based
solely upon these materials.

Atlanta « Austin « Bangkok ¢ Beijing * Brussels
Charlotte « Dallas « Houston < London ¢« Los Angeles
McLean « Miami « New York * Norfolk « Raleigh
Richmond ¢« San Francisco * Singapore * Washington


http://www.hunton.com/files/tbl_s10News/FileUpload44/15637/Massachusetts_Information_Security_Privacy_Alert.pdf
http://www.hunton.com/files/tbl_s10News/FileUpload44/15720/red_flags_rule_privacy_alert.pdf
http://www.hunton.com/bios/bio.aspx?id=14751&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17628&tab=0013
http://www.hunton.com/bios/bio.aspx?id=16885&tab=0013
http://www.hunton.com/bios/bio.aspx?id=16849&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17806&tab=0013
http://www.hunton.com/bios/bio.aspx?id=16508&tab=0013
http://www.hunton.com/bios/bio.aspx?id=15843&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17654&tab=0013
http://www.hunton.com/bios/bio.aspx?id=14603&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17858&tab=0013
http://www.hunton.com/bios/bio.aspx?id=14817&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17968&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17630&tab=0013
http://www.hunton.com/bios/bio.aspx?id=16367&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17674&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17187&tab=0013
http://www.hunton.com/bios/bio.aspx?id=18050&tab=0013
http://www.hunton.com/bios/bio.aspx?id=16017&tab=0013
http://www.hunton.com/bios/bio.aspx?id=15497&tab=0013
http://www.hunton.com/bios/bio.aspx?id=17560&tab=0013
http://www.hunton.com/bios/bio.aspx?id=15593&tab=0013
http://www.hunton.com/bios/bio.aspx?id=16727&tab=0013

